COBISS

Pregled sistemskih orodij za varovanje
omrezja in podatkov na IZUM-u
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Pet kljucnih ciljev delovanja sektorja Sistemska podpora

1. Zagotoviti kvalitetno sistemsko infrastrukturo in jo
vzdrzevati

2. Nuditi visoko razpolozljivost storitev s preventivnim
odkrivanjem tezav in nadzorom nad delovanje
storitev

3. Skrbeti za varnost podatkov na sistemih in v omrezju
4. Tesno sodelovati z razvojem in aplikativho operativo

5. Nuditi funkcionalno in varno delovno racunalnisko
okolje vsem sodelavcem IZUM-a

\
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Segmenti delovanja sistemske podpore

1. Produkcija za koncne uporabnike storitev =I
(bralci, knjiznicarji, raziskovalci) &% CentOS . DALEMC

2. Razvojno, testno in - elastlcsearch ORACLE’
predprodukcijsko okolje (razvoj, operatlva) :

. . . . Ve . chrosoE\ / \’E ,‘ .- “ﬂi@}“ﬁ’%r-v
3. Interna informatika in okolje v ucilnicah SQL Server
(vsi sodelavci, udeleZenci izobrazevanj) @2 Exchange Nagios’

Temelj so infrastrukturni servisi: 1) hewlettPackard @ . f APacHE

Enterprise
CITRIX
[J Office 365 B> SharePoint
i

cisco HITACHI  \mmware

* OmreZne naprave, strezniki, pgrocape=
diskovni sistemi, periferija ...

* Temeljne storitve (DNS, DHCP, ” o
aktivni imenik, portali ...) WidFig>< Solr™ é_{) I:'F

) —
Q)@FireEye“ @ Qualys. Ve Java
NIAGORA COMMVAULT .
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Kibernetska varnost

Things that are

Information vulnerable
through ICT
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Analog
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Cybersecurity?

Information Security ICT Security Cyber Security

Vir: https://www.tripwire.com/state-of- Vir: http://www.cisoplatform.com/profiles/blogs/understanding-
security/featured/information-security-cybersecurity- difference-between-cyber-security-information
security-computer-security-whats-difference/

g
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https://www.tripwire.com/state-of-security/featured/information-security-cybersecurity-security-computer-security-whats-difference/
http://www.cisoplatform.com/profiles/blogs/understanding-difference-between-cyber-security-information

Varnostni incidenti

* Varnostni incidenti: vdori v sisteme in napadi na
sistemsko in aplikativno infrastrukturo.

e Avtomatizirani napadi => razSirjanje skodljive kode (ang.
Malware): ranljivost programske opreme / socialni

inZeniring (naivnost in nepoucenost uporabnikov)

https://newtecservices.com/malware-exploit-attacks-explained/
https://www.welivesecurity.com/2014/10/21/myths-about-malware-exploit-is-
the-same-as-malware/

e Varnostne groznje so stalnica. Ciljajo na:
— razkritje, odtujitev, zlorabo in izgubo podatkov o
//J \ \

— onemogocanje centralnih servisov organizacije \ .y \

— ohromitev poslovanja bitcoin

\ — uporabo virov za rudarjenje €
kriptovalut (trend)
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https://newtecservices.com/malware-exploit-attacks-explained/
https://www.welivesecurity.com/2014/10/21/myths-about-malware-exploit-is-the-same-as-malware/

Posledice varnostnih incidentov in hujsih vdorov

Nepopravljiva Skoda (zloraba, razkritje, izguba podatkov)

* Denarne kazni in kazensko-pravne sankcije, regulativa
* |zguba dohodka in nastali stroski zaradi neposlovanja
* |zguba zaupanjain
v Global [\ [e]gigWaNeyl=Tger:}
ugleda \4 Oceh Risks The risks of greatest concern for doing
upora bni kov’ Report JSIERE
poslovnih partnerjev  — 1 —  —  ax
Cyber attacks 1
* Nezadovoljstvo Terrorist attacks 2
. . . . Asset bubble 3
financerjev ali lastnikov = Fica crises y
] Failure of climate change adaptation 5
* itd. 7.y
https://www.secureworldexpo.com/industry- Vir: https://www.weforum.org/agenda/2018/06/how-
news/6-live-cyber-attack-maps organizations-should-prepare-for-cyber-attacks-noam-erez/ —_—
https://geekflare.com/real-time-cyber-attacks/

© 1ZuM COBISS


https://www.weforum.org/agenda/2018/06/how-organizations-should-prepare-for-cyber-attacks-noam-erez/
https://www.secureworldexpo.com/industry-news/6-live-cyber-attack-maps
https://geekflare.com/real-time-cyber-attacks/

Izsiljevalski virusi — zadnja leta na pohodu

Ooops, your files have been encrypted! English

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer

our decryption service.

Payment will be raised on

==y Can I Recover My Files?
5/16/2017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files fg
; But if you want to decrypt all your fi Wa n n a C r
You only have 3 days to submit the p
Also, if you don't pay in 7 days, you v
We will have freepe\:ents for'usgrs wi Ra nsomware Atta C |< ths.
Your files will be lost on
How Do I Pay?
3/20/2017 00:47:55 Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Time Left

................

click <How to buy bitcoins>.
And send the correct amount to the address specified in this window.
After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am

PAEITE e VN eie D aecboa N2 D

. . Send $300 worth of bitcoin to this address:
bitcoin

ea il 2 4 | 12t9YDPgwueZ9NyMgw519p7AABisjr6 SMw

Vir: https://www.theverge.com/2017/6/14/15805346/wannacry-north-korea-linked-by-nsa

How to buy bitcoi

accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without

Please check the current price of Bitcoin and buy some bitcoins. For more information,



https://www.theverge.com/2017/6/14/15805346/wannacry-north-korea-linked-by-nsa

WannaCry — najbolj prizadeti predeli na svetu

]
UK: 61 NHS Russia: Country's
organisations interior ministry
US: Delivery company ~ disrupted reported 1,000 of its
FedEx affected computers infected
France: Some Renault

- factories had to stop Almost all the devices that fell victim to

the WannaCry ransomware attack were
running Windows 7, and that attack alone is

2 : estimated to have caused $4 billion in losses
pgin: Telecoms# R \ 4 to businesses.’
and gas :

companies
struck

' Vir: https://www-
cdn.webroot.com/9315/2354/6488/2018-
Webroot-Threat-Report_US-ONLINE.pdf

Nadgradnje in
namestitve
Vir: https://www.emptywheel.net/2017/05/18/minority-report-a-look-at-timing-of- po p raVkOV son UJ d !

wannacry-and-trumps-spillage/
https://globalnews.ca/news/3448170/what-is-the-wannacry-ransomware-cyber-threat/

Windows 10 is almost twice as safe as Windows 7.
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https://www.emptywheel.net/2017/05/18/minority-report-a-look-at-timing-of-wannacry-and-trumps-spillage/
https://globalnews.ca/news/3448170/what-is-the-wannacry-ransomware-cyber-threat/
https://www-cdn.webroot.com/9315/2354/6488/2018-Webroot-Threat-Report_US-ONLINE.pdf

Najbolj odmeuvni izsiljevalski virusi 2017, trendi 2018

A1l files on each host in the network have been encrypted with a strong algorithm.

RANSOMWARE o recert s e
Backups were either encrypted or deleted or backup disks were formatted.
shadow copies also removed, so F8 or any other methods may damage encrypted data but not recover.

yYour network has been penetrated.
N°tpe"a we exclusively have decryption software for your situation
No decryption software is available in the public.

Supply Chain ME.doc and June 2017 Vir: https://www.bankinfosecurity.com/alert-ryuk-ransomware-attacks-
Et IBlue &
EtemalaoTiands EpioK [Ransom | latest-threat-a-11475

$300

Fake Ukrainian tax software DESTRUCTION ZONE
update that spreads laterally 100+ countries Business Ransom 2018
\‘- through the network like

a worm using SMB exploit

30,000
WannaCry 540
20,000
EternalBlue Server Message March 2017 but
Block (SMB) Exploit Kit attacked in May 2017
[ransom | i
First ransomware to spread $300-$600
h h SMB loit;
trargggd v»cnmesXSn%meected 10,000
over 200,000 machines in 150+ countries
the first day
5,000
Vir: https://blog-en.webroot.com/wp- 0
content/uploads/2017/10/24072703/Top-10-Nastiest-Ransomware- January February March April May June

Infographic_sm-01.jpg

PREVENTIVA - odkrivanje/zaustavljanje APT
(Advanced Persistent Threats)

Figure 17. Business ransomware detections, January - June 2018

So far ransomware has continued to decline in 2018. Source: Molwarebytes

Vir: https://blog.barkly.com/ransomware-statistics-2018,
https://www.fireeye.com/current-threats/anatomy-of-a-cyber-attack.htm| https://www.malwarebytes.com/pdf/white-papers/CTNT-Q1-

KURATIVA - ,,BACKUP“ 2018.pdf
© 1IZUM “ /.



https://blog-en.webroot.com/wp-content/uploads/2017/10/24072703/Top-10-Nastiest-Ransomware-Infographic_sm-01.jpg
https://www.bankinfosecurity.com/alert-ryuk-ransomware-attacks-latest-threat-a-11475
https://www.fireeye.com/current-threats/anatomy-of-a-cyber-attack.html
https://blog.barkly.com/ransomware-statistics-2018
https://www.malwarebytes.com/pdf/white-papers/CTNT-Q1-2018.pdf

Trendi kibernetske varnosti 2018

.5% Proxy Avoidance and Anonymizers

.8% Phishing

.04% Spyware and Adware
.03% Spam URLs
.03% Keylnooers and Manitaring

Vir: http://www.toptechupdate.com/cryptomining-replaces-ransomware-as-
2018s-prime-cybersecurity-risk/

https://www-

cdn.webroot.com/2615/3756/6771/Webroot _Threat Report Mid-

Year Update Sept 18 US.pdf

12% Botnets

—— 52% Malware
(excluding cryptojacking)
Figure 1. Cryptocurrency Mining Malware Detections from
2014-2018, courtesy of several CTA members

35% Cryptojacking —|

150K
CYBER
&
Cryptojacking is the unauthorized use of someone else’s computer to mine S
cryptocurrency. Hackers do this by either getting the victim to click on a malicious % 50K
link in an email that loads crypto mining code on the computer, or by infecting a 2
website or online ad with JavaScript code that auto-executes once loaded in the
victim’'s browser. -
Vir: https://www.csoonline.com/article/3253572/internet/what-is- 201 G W 2018
cryptojacking-how-to-prevent-detect-and-recover-from-it.html Vir: https://www.cyberthreatalliance.org/wp-
P content/uploads/2018/09/CTA-lllicit-CryptoMining-

Whitepaper.pdf



http://www.toptechupdate.com/cryptomining-replaces-ransomware-as-2018s-prime-cybersecurity-risk/
https://www-cdn.webroot.com/2615/3756/6771/Webroot_Threat_Report_Mid-Year_Update_Sept_18_US.pdf
https://www.csoonline.com/article/3253572/internet/what-is-cryptojacking-how-to-prevent-detect-and-recover-from-it.html
https://www.cyberthreatalliance.org/wp-content/uploads/2018/09/CTA-Illicit-CryptoMining-Whitepaper.pdf

Splosne resnice in trendi kibernetske varnosti 2018

=)
Top
‘ Emerging
( Cyber-Security

#1
&

wows [JB
Blockchain will ‘
find uses outside - Supply chain e
of cryptocurrencies — attacks will File-less and Organisations will
but cybercriminals AoV, b_ecome file-light malware still struggle_wu(h
will focus on Cybercriminals paEean will explode Saa5 security
coinsand exchanges  will use Al and

"= CYBERSECURITY
attacks PREDICTIONS 2018

#6 #10

9

=
~

More breaches

I“

due to error, w N -
SOUNNODSS m Expensive home 01 devices wil
and design e ‘ provide persistent

Financial trojans devices will be loT devices will be

access to home
will still account held to ransom hijacked and used TR
for more losses in DDoS attacks
than ransomware against us

i Vir: http://www.2-remove-virus.com/top-4-cybersecurity-trends-for-2018/

© 1ZUM

GROWTH OF
SOCIAL
ENGINEERING

of RANSOMWARE
~\, EVOLUTION

INTERNET OF / _ GDPR
A THINGS /)~ CRACKDOWN *

Vir: https://www.metacompliance.com/blog/top-emerging-
cybersecurity-trends-2018/

Varnost ni stanje, je proces (ljudje).

Varnosti si ne zagotovimo s
produkti ali reSitvami.

,Sedaj smo varni“ — ne obstaja.

,Smo bolj ali manj zasciteni”

Varnost in funkcionalnost aplikacij

in programov sta
obratnosorazmerna.
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Odkrivanje neznanih napadov in skodljive kode

control

siness m‘::gggus heck g’ %
3t § g ) demlcmon% § : E’
connecbnon sgsbem key D service mmbl anblkus 3 Eomnu-lzfubon auiocme o,
- suw s workgsecufﬁu information isbrbubed JDdglbr?aldu sir!yd:‘nfaure o _so vll';r'leaﬂ aubhenblcatﬂgnr!cwnzga% E
o e h'é'f'c"*é;m":::b g?‘o& rgmmpbl e bechnologyé orgaruzataon q, |nbrus|on daba “Bobriet mdsm
sp Q¢
phishingmethed D5
==zeroidaya 4
compuetionhacker pmeeumcompuber denu ofservice £ amsecure — o
social engineering
e bad password
r Zero Day Protection \

t, t s t t s ts
Follow-On Attack

Window of Exposure

Viri: https://www.pandasecurity.com/mediacenter/security/zero-day-attack/
) https://www.lanner-america.com/blog/zero-day-attacks/

d https://www.hackmageddon.com/2012/10/19/a-0-day-attack-lasts-on-average-10-months/



https://www.pandasecurity.com/mediacenter/security/zero-day-attack/
https://www.lanner-america.com/blog/zero-day-attacks/
https://www.hackmageddon.com/2012/10/19/a-0-day-attack-lasts-on-average-10-months/

Sistemska orodja za varovanje omrezja in podatkov

Resitev za odkrivanje

ranljivosti sistemov (VM) in
spletnih aplikacij (WAS)

Pozarni zid nove generacije

Naprava za prepoznavanje
nepoznanih (zero-day) napadov

‘ DELOVNO OKOL]E m .
b comiss




Blokiranje poskusov vdora in skodljive kode

Pozarni zid razpoznava interne storitve/uporabnike in vrsto prometa
ter izlo¢a znan skodljiv promet (poskusi vdorov, antivirusna zascita).

Preko 500 poskusov vdora vsak dan.

v

Na pozarni pregradi vkljucena zascita pred znano skodljivo

programsko opremo.

POZARNI ZID

Analyzing 521 records from 51 sec ago

| Creation Time ¥ | Sender L.. | Situation [ Alert Type Severity ‘ Action | Src Addr - Dst Addr \ IP Pro... | Sr¢... | D... | Information Message

) Avar aa ma avivanT | e e e s - AT ————— e e e et e ——————re——

A\ 2018-11-22 13:02:06 | & 1zum FW node 2 ™ File_Malware-Blocked A System alert | @ Critical | © Terminate | 10.1.0.52 ™ 713211.19858 % TCP | 62627 |80 |Connection dropped

A 2018-11-22 13:02:09 i? lzum FW node 2 | ™ File_Malware-Blocked A System alert | @ Critical | © Terminate |10.1.0.52 ™= 713211.19858 " TCP | 62629 |80 |Connection dropped

A\ 2018-11-22 13:02:09 | & 1zum FW node 2 ™ File_Malware-Blocked A System alert @ Critical | © Terminate | 10.1.0.52 ™ 213211.198.58 |® TCP | 62629 |80 |Connection dropped

A 2018-11-22 13:05:36 ‘ & 1zum FW node 2 | ™ HTTP_CSU-SQL-Union-Select A Default alert | @ Critical | € Terminate |wm 5.188.86.10 | s 1932.126.135 |% TCP 40030 |80 |Connection dropped

A 2018-11-22 13:06:12 %@ Izum FW node 2 ™ HTTP_CSU-SQL-Union-Select A Default alert | @ Critical :O Terminate == 5.188.86.10 |wem 193.2.126.135 WO TCP | 34654 |80 lConnection dropped

A 2018-11-22 13:06:22 1 & 1zum FW node 2 [ HTTP_CSU-SQL-Union-Select A Default alert | @ Critical | € Terminate | mm 5.188,86.10 |smm 193.2.126.135 @ TCP | 40620 |80 |Connection dropped

A 2018-11-22 13:06:52 1 & 1zum FW node 2 | ™ HTTP_CSU-SQL-Union-Select A Default alert @ Critical | €@ Terminate mm 5.182.86.10 | s 193.2.126.135 @ TCP {59116 |80 |Connection dropped e

4 45]2018-11-2213:07:10 | @ 1zum FW node 1 >+ Ponovitev HTTP IZUM Web OPAC | A Defaultalert | () Low | © Terminate wmm 77.78.23.58 |sm 1932.126.143 | TCP |49694 |80 |Connection set for term

© 1ZUM Ricomss




Naprava za odkrivanje neznanih (zero-day) napadov (1)

]
~—— | ouputports/Groups |
.
o s e .
) . . - P S S TR @ no backups ID: 6500
@“)5 FireEve How FireEye Combats Today's _— o T e o = -
y A Ay ./ 2 e (XX /I Layer2 -0 ’
New Breed of Cyber Attacks e - 5 T g
Physical ID:2 / \ND: -0 HFireey -
@ no backup: 10| ik
Sp 10 Gbp: (X HE /)
B0 ik

Targeted
Malware

Naprava z lastnim sistemom za
virtualizacijo.

: lero-Day
Malware

Dynamic Threat Intelligence cloud

cesaireenackioop |ZVISljiva koda se zaganja na vec
razlicnih operacijskih sistemih.

Known attacks

S."o" l((:::t_)ocks 'ﬂb:u?: C;nlouflzound Multi-Vector Virtual R?ol-ﬁme sharing y ] . . .

microsaconds i SP—— ameversse T\ operacijskih sistemih se nastavi
Cas naprej, da se ugotavlja
morebitno ¢asovno zakasnitev.

e ?'Bmoxm:nd blocking of FireEye known threats

' w . Ze»'rgmv'n\olworacclmc?nﬁnertoZIeopdoto1hen IZVaJa se pod robna analiza tega’

kar koda pocne.
4 Vir: https://www.threatprotectworks.com/Dynamic-Threat-Intelligence-cloud.asp @

N

© 1IZUM 4icoBiss
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https://www.threatprotectworks.com/Dynamic-Threat-Intelligence-cloud.asp

Naprava za odkrivanje neznanih (zero-day) napadov (2)

Viewing 17 of 7 Alerts
0S Change Details Items: 238 OS Info: Microsoft Windows7 64-bit 6.1 sp1 17.0108
Alert Type ion Location
Infection Match
vare Callback US/IU/Chicago
Malware Caliback Event Distribution Graphical S atham

v e Callback
| Malware Callback| Sequential Grouped l Treeview

Malware Callback

Event Distribution Event Name

Infection Match

Malware bytes (tex
Callback
VXE Callback " Process \ . oytes |

Mutex
‘ Process Telemetry Report

Application | \ s X ¥ e ——
Analysis Process Token \ St File
Type ' Regkey cas bytes (tex
S )
v Malicious Alert
File Type { o~ : Uac \-/ os ) . .
Network 3 )

Os Monitor N
Original - tes (text)
Analyzed At Application
- “
Malware | 2
[-4713-932
Guard 2
0
Interface | venport.c
Blocking | v/
Action 082397¢

B Malicious behd Analysis Malware
Malware object d

Malicious Alert Static Log Message: Static Analysis fe_m|_heuristic i‘_;
Malicious Alert Static Log Message: Static Analysis Downloader.Emotet

Malicious Alert Static Analysis Message: Static Analysis Downloader.Emotet

Malicious Alert Static Analysis Message: Static Analysis Trojan.Emotet




Primer iz prakse: Spora distribuirana preko Chrome fonta

A Chrome Font v7.51.exe is not commonly
downloaded and may be dangerous.

NeoSmart Technologies has since run the malware through VirusTotal, which revealed that

currently only 9 out of 59 anti-virus software in the database accurately identify the file as

malware. ;’ tOtal

”a’”a’g SHA256 7e62a5¢ca20cib5da901e740214 13321c9ede7e230e8b4la2l 1a4e516e8ae8e34
i”””” , File name Chrome Font v7.51 exe
-
9/59

:: s Detection ratio
SPORA

Analysis date 2017-02-18 17:39:02 UTC ( 1 hour, 31 minutes ago )

@ Ar Q o » o 0O -
Drops copies of itself
using different filenames
Antivirus Result
Encrypts files,
rendering these unusable Baidu Win32 Trojan WisdomEyes. 16070401.9500.9999
Uses a client console " " '
CrowdStrike Falcon (ML aliclous confidence 100% (D
with various options for the owdStrike Faicon (ML) " VLI D)
affected victim
Endgame malicious (high confidence)
Fortinet W32/Kryptik FOMG!tr

Vir: https://thehackernews.com/2017/02/HoeflerText-font-chrome.html

o~

®@2&0

Update

20170217
20170130
20170217

20170218

R coBiss



https://thehackernews.com/2017/02/HoeflerText-font-chrome.html

Primer iz prakse — izsiljavalska programska koda Spora

ID: Redacted Balance: 0.00USD  Refill Exit #Panguage

https://www.virustotal.com/en/file/d5a1l
| My Purchasigs W viekome c143b07475b367d2e12ff72fe5a3ec59c42
fallae2d3eb2d4e76442e60b3/analysis/

Block D: 10.01.2017
R ! 798 c 508 g 208 D 308 E2 EREE Usemame: NULL 2
FULL RESTORE IMMUNITY REMOVAL FILE RESTORE | FILE RESTORE I | Public Communication
Messages: 5
https://www.virustotal.com/en/file/6f37
Reference: You full decrypt price is 79 USD Greetings to all

83450eff42e1fbe917e72d20983b414993
Available Payments Current Balance: 0.00 USD 899 ba 1533067706 19a6f4f75da/a na IyS|S/

Type your message o

My Transactions

BitCoin Need Help?
accepted here Date Task Balance

Discount Payment Deadline No tr{

0% NOT PAID 5 DAYS
Bogus Font Pack Update in January 2017
a Browser Message
Vir: https://blog.emsisoft.com/en/25772/from-darknet- [RANSOM |
. $20-$79
with-love-meet-spora-ransomware/

Hacks legitimate websites to

add JavaScript code and then
prompts users to update their 28+ countries
Chrome internet browsers to

continue viewing the webpage

https://www.bleepingcomputer.com/news/security/fake
-chrome-font-pack-update-alerts-infecting-visitors-with-
spora-ransomware/

Vir: https://blog-en.webroot.com/wp-

content/uploads/2017/10/24072703/Top-10-Nastiest-Ransomware- ﬁ
Infographic_sm-01.jpg

R4 COBISS



https://blog.emsisoft.com/en/25772/from-darknet-with-love-meet-spora-ransomware/
https://www.bleepingcomputer.com/news/security/fake-chrome-font-pack-update-alerts-infecting-visitors-with-spora-ransomware/
https://www.virustotal.com/en/file/d5a1c143b07475b367d2e12ff72fe5a3ec59c42fa11ae2d3eb2d4e76442e60b3/analysis/
https://www.virustotal.com/en/file/6f3783450eff42e1fbe917e72d20983b414993899ba153a06770619a6f4f75da/analysis/
https://blog-en.webroot.com/wp-content/uploads/2017/10/24072703/Top-10-Nastiest-Ransomware-Infographic_sm-01.jpg

Upravjanje z ranljivostmi (VM)

Qualys - Latest vulnerabilities added between November 12, 2018 and November 18, 2018

N e [ Vulnerability
Management:

Support <support@qualys.com>

. . \"4
Qualys - Latest vulnerabilities added between November 12, 2018 and November 18, 2018 KO I I ko J e Se
o D . . oo L]
e 1.2 -~ neodkritih ranljivosti
u Latest_vulnerabilities.csv . .
IN SO prlsotne Na
This automated email notification was sent from the Qualys Cloud Platform. You can disable this email notification by editing your user profile

sistemih danes?

The following vulnerabilities were added to the Vulnerability KnowledgeBase between November 12, 2018 and November 18, 2018. For further
details, please refer to the attached document.

Latest vulnerabilities.csv [Read-Only] - Excel (K| - O

QID Sev. Title
157849 V 4 Oracle Enterprise Linux Sec... (CVE-2018-14634, ELSA-2...) [PCI]

El

CEINCM Insert  Pagelayout Formulas Data Review View O [Tell me what you want to do... Dejan Valh ,Q_Share
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Resitev za odpravljanje ranljivosti (VM)

=)
Resitev (virtualni streznik) na daljavo po omrezju varnostno

pregleda omrezne naprave, razne sisteme, streznike, delovne
postaje, tiskalnike, telefone ... VSE KAR IMA DEFINIRAN IP.

Priporocljivo je, da v omrezju nimamo varnostnih ranljivosti
resnosti 4 in 5.
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Resitev za odkrivanje ranljivosti spletnih aplikacij (WAS)

Target and Filters
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Zakljucek

e Druga orodja:
— Resitev za varnostno kopiranje podatkov
— Sistem za shranjevanje dnevnikov dostopa do os. podatkov

* Nacrti:

— Varnostno kopiranje delovnih postaj (v izvedbi)

— Nadgradnja sistema za shranjevanje dnevnikov dostopa v
napredni SIEM (Security information and event
management)

— lzobrazevanje

— Vidljivost“ omrezja

— WAF (Web Application Firewall)

\ Hvala za pozornost!
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