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Pet ključnih ciljev delovanja sektorja Sistemska podpora

1. Zagotoviti kvalitetno sistemsko infrastrukturo in jo 
vzdrževati

2. Nuditi visoko razpoložljivost storitev s preventivnim 
odkrivanjem težav in nadzorom nad delovanje 
storitev

3. Skrbeti za varnost podatkov na sistemih in v omrežju

4. Tesno sodelovati z razvojem in aplikativno operativo

5. Nuditi funkcionalno in varno delovno računalniško 
okolje vsem sodelavcem IZUM-a
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Segmenti delovanja sistemske podpore

1. Produkcija za končne uporabnike storitev 
(bralci, knjižničarji, raziskovalci)

2. Razvojno, testno in 
predprodukcijsko okolje (razvoj, operativa)

3. Interna informatika in okolje v učilnicah
(vsi sodelavci, udeleženci izobraževanj)

Temelj so infrastrukturni servisi: 
• Omrežne naprave, strežniki, 

diskovni sistemi, periferija …
• Temeljne storitve (DNS, DHCP, 

aktivni imenik, portali …)
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Kibernetska varnost

Vir: https://www.tripwire.com/state-of-
security/featured/information-security-cybersecurity-
security-computer-security-whats-difference/

Vir: http://www.cisoplatform.com/profiles/blogs/understanding-
difference-between-cyber-security-information

https://www.tripwire.com/state-of-security/featured/information-security-cybersecurity-security-computer-security-whats-difference/
http://www.cisoplatform.com/profiles/blogs/understanding-difference-between-cyber-security-information
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Varnostni incidenti

• Varnostni incidenti: vdori v sisteme in napadi na 
sistemsko in aplikativno infrastrukturo.

• Avtomatizirani napadi => razširjanje škodljive kode (ang. 
Malware): ranljivost programske opreme / socialni 
inženiring (naivnost in nepoučenost uporabnikov)
https://newtecservices.com/malware-exploit-attacks-explained/
https://www.welivesecurity.com/2014/10/21/myths-about-malware-exploit-is-
the-same-as-malware/

• Varnostne grožnje so stalnica. Ciljajo na: 
- razkritje, odtujitev, zlorabo in izgubo podatkov
- onemogočanje centralnih servisov organizacije 
- ohromitev poslovanja
- uporabo virov za rudarjenje 

kriptovalut (trend)

https://newtecservices.com/malware-exploit-attacks-explained/
https://www.welivesecurity.com/2014/10/21/myths-about-malware-exploit-is-the-same-as-malware/
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Posledice varnostnih incidentov in hujših vdorov

• Nepopravljiva škoda (zloraba, razkritje, izguba podatkov)

• Denarne kazni in kazensko-pravne sankcije, regulativa

• Izguba dohodka in nastali stroški zaradi neposlovanja

• Izguba zaupanja in 
ugleda v očeh 
uporabnikov, 
poslovnih partnerjev

• Nezadovoljstvo 
financerjev ali lastnikov

• itd.
Vir: https://www.weforum.org/agenda/2018/06/how-

organizations-should-prepare-for-cyber-attacks-noam-erez/

https://www.secureworldexpo.com/industry-

news/6-live-cyber-attack-maps

https://geekflare.com/real-time-cyber-attacks/

https://www.weforum.org/agenda/2018/06/how-organizations-should-prepare-for-cyber-attacks-noam-erez/
https://www.secureworldexpo.com/industry-news/6-live-cyber-attack-maps
https://geekflare.com/real-time-cyber-attacks/
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Izsiljevalski virusi – zadnja leta na pohodu

Vir: https://www.theverge.com/2017/6/14/15805346/wannacry-north-korea-linked-by-nsa

https://www.theverge.com/2017/6/14/15805346/wannacry-north-korea-linked-by-nsa
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WannaCry – najbolj prizadeti predeli na svetu 

Vir: https://www.emptywheel.net/2017/05/18/minority-report-a-look-at-timing-of-
wannacry-and-trumps-spillage/
https://globalnews.ca/news/3448170/what-is-the-wannacry-ransomware-cyber-threat/

Vir: https://www-
cdn.webroot.com/9315/2354/6488/2018-
Webroot-Threat-Report_US-ONLINE.pdf

Nadgradnje in 
namestitve 

popravkov so nuja!

https://www.emptywheel.net/2017/05/18/minority-report-a-look-at-timing-of-wannacry-and-trumps-spillage/
https://globalnews.ca/news/3448170/what-is-the-wannacry-ransomware-cyber-threat/
https://www-cdn.webroot.com/9315/2354/6488/2018-Webroot-Threat-Report_US-ONLINE.pdf


10© IZUM

Najbolj odmevni izsiljevalski virusi 2017, trendi 2018

Vir: https://blog-en.webroot.com/wp-
content/uploads/2017/10/24072703/Top-10-Nastiest-Ransomware-
Infographic_sm-01.jpg

Vir: https://www.bankinfosecurity.com/alert-ryuk-ransomware-attacks-
latest-threat-a-11475

PREVENTIVA – odkrivanje/zaustavljanje APT 
(Advanced Persistent Threats)
https://www.fireeye.com/current-threats/anatomy-of-a-cyber-attack.html

KURATIVA – „BACKUP“

Vir: https://blog.barkly.com/ransomware-statistics-2018, 
https://www.malwarebytes.com/pdf/white-papers/CTNT-Q1-
2018.pdf

https://blog-en.webroot.com/wp-content/uploads/2017/10/24072703/Top-10-Nastiest-Ransomware-Infographic_sm-01.jpg
https://www.bankinfosecurity.com/alert-ryuk-ransomware-attacks-latest-threat-a-11475
https://www.fireeye.com/current-threats/anatomy-of-a-cyber-attack.html
https://blog.barkly.com/ransomware-statistics-2018
https://www.malwarebytes.com/pdf/white-papers/CTNT-Q1-2018.pdf
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Trendi kibernetske varnosti 2018

Vir: http://www.toptechupdate.com/cryptomining-replaces-ransomware-as-
2018s-prime-cybersecurity-risk/
https://www-
cdn.webroot.com/2615/3756/6771/Webroot_Threat_Report_Mid-
Year_Update_Sept_18_US.pdf

Vir: https://www.csoonline.com/article/3253572/internet/what-is-
cryptojacking-how-to-prevent-detect-and-recover-from-it.html Vir: https://www.cyberthreatalliance.org/wp-

content/uploads/2018/09/CTA-Illicit-CryptoMining-
Whitepaper.pdf

http://www.toptechupdate.com/cryptomining-replaces-ransomware-as-2018s-prime-cybersecurity-risk/
https://www-cdn.webroot.com/2615/3756/6771/Webroot_Threat_Report_Mid-Year_Update_Sept_18_US.pdf
https://www.csoonline.com/article/3253572/internet/what-is-cryptojacking-how-to-prevent-detect-and-recover-from-it.html
https://www.cyberthreatalliance.org/wp-content/uploads/2018/09/CTA-Illicit-CryptoMining-Whitepaper.pdf
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Splošne resnice in trendi kibernetske varnosti 2018

• Varnost ni stanje, je proces (ljudje).

• Varnosti si ne zagotovimo s 
produkti ali rešitvami.

• „Sedaj smo varni“ – ne obstaja. 

• „Smo bolj ali manj zaščiteni“ 

• Varnost in funkcionalnost aplikacij 
in programov sta 
obratnosorazmerna.Vir: http://www.2-remove-virus.com/top-4-cybersecurity-trends-for-2018/

Vir: https://www.metacompliance.com/blog/top-emerging-
cybersecurity-trends-2018/

http://www.2-remove-virus.com/top-4-cybersecurity-trends-for-2018/
https://www.metacompliance.com/blog/top-emerging-cybersecurity-trends-2018/
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Odkrivanje neznanih napadov in škodljive kode

Viri: https://www.pandasecurity.com/mediacenter/security/zero-day-attack/
https://www.lanner-america.com/blog/zero-day-attacks/
https://www.hackmageddon.com/2012/10/19/a-0-day-attack-lasts-on-average-10-months/

https://www.pandasecurity.com/mediacenter/security/zero-day-attack/
https://www.lanner-america.com/blog/zero-day-attacks/
https://www.hackmageddon.com/2012/10/19/a-0-day-attack-lasts-on-average-10-months/


14© IZUM

Sistemska orodja za varovanje omrežja in podatkov  

Naprava za prepoznavanje 
nepoznanih (zero-day) napadov

Požarni zid nove generacije

Rešitev za odkrivanje 
ranljivosti sistemov (VM) in 

spletnih aplikacij (WAS)
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Zmanjševanje groženj v prometu do/iz interneta

• IZUM je na omrežja ARNES povezan preko dveh 
usmerjevalnikov, na katerih so nastavljeni filtri IP, ki 
prepuščajo samo tisti promet IP (ISO/OSI sloj 3), ki je 
dovoljen. To je prvi steber obrambe.

• Drugi steber obrambe sta dve napravi, ki opravljata funkcijo 
požarnega zidu vse do aplikacijskega TCP/IP sloja 7.

• Požarni zid razpoznava interne storitve/uporabnike in vrsto 
prometa ter izloča znan škodljiv promet (poskusi vdorov, 
antivirusna zaščita).
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Požarni zid nove generacije
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Blokiranje poskusov vdora in škodljive kode

Preko 500 poskusov vdora vsak dan
Na požarni pregradi vključena zaščita pred znano škodljivo 
programsko opremo. 
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Blokiranje škodljive zlonamerne programske opreme
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• Naprava z lastnim sistemom za 
virtualizacijo.

• Izvršljiva koda se zaganja na več 
različnih operacijskih sistemih.

• V operacijskih sistemih se nastavi 
čas naprej, da se ugotavlja 
morebitno časovno zakasnitev.

• Izvaja se podrobna analiza tega, 
kar koda počne.

Naprava za odkrivanje neznanih (zero-day) napadov (1)

Vir: https://www.threatprotectworks.com/Dynamic-Threat-Intelligence-cloud.asp

https://www.threatprotectworks.com/Dynamic-Threat-Intelligence-cloud.asp
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Naprava za odkrivanje neznanih (zero-day) napadov (2)
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Naprava za odkrivanje neznanih (zero-day) napadov (3)
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Obveščanje o incidentu

alerts: 
msg: normal
product: Web MPS
version: 8.2.0.782612
appliance: fireeye
appliance-id: 0C:C4:7A:D8:FA:A2

alert (id:1007995, name:malware-callback): 
ack: no
severity: crit
uuid: 986cad36-2f78-4b1a-9799-c40fd8f8991d
explanation: 
protocol: tcp
analysis: content
malware-detected: 

malware (name:Downloader.Emotet): 
stype: bot-command
sid: 86122279

cnc-services: 
cnc-service: 
type: CncSigMatch
sname: Downloader.Emotet
protocol: tcp
port: 80

sid: 86122279
url: hxxp://chefshots.com/ehYRY/
location: US/AZ/Scottsdale
host: chefshots.com
address: 50.63.83.1

channel: GET /ehYRY/ HTTP/1.1::~~Host: chefshots.com::~~HTTP/1.1 200 OK::~~Date: Mon, 
26 Nov 2018 08:27:35 GMT::~~Server: Apache::~~Expires: Tue, 01 Jan 1970 00:00:00 
GMT::~~Cache-Control: no-store, no-cache, must-revalidate, max-age=0, post-check=0, pre-
check=0::~~Pragma: no-cache::~~Content-Disposition: attachment; 
filename="5.exe"::~~Content-Transfer-Encoding: binary::~~Last-Modified: Mon, 26 Nov 
2018 08:27:35 GMT::~~Keep-Alive: timeout=5, max=99::~~Connection: Keep-
Alive::~~Transfer-Encoding: chunked::~~Content-Type: application/octet-
stream::~~::~~11ff8::~~MZ

src: 
vlan: 10
ip: XXXXXXXX

port: 49340
mac: XXXXXXXXXXXXXX

dst: 
ip: 50.63.83.1
mac: 00:aa:bb:cc:dd:02
port: 80

locations: US/AZ/Scottsdale
occurred: 2018-11-26T08:27:36Z
mode: tap

label: A2
interface (mode:tap, label:A2): pether4
alert-url: https://fireeye/event_stream/events_for_bot?ev_id=1007995
action: notified

https://fireeye/event_stream/events_for_bot?ev_id=1007995
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Primer iz prakse: Spora distribuirana preko Chrome fonta

Vir: https://thehackernews.com/2017/02/HoeflerText-font-chrome.html

https://thehackernews.com/2017/02/HoeflerText-font-chrome.html
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Primer iz prakse – izsiljavalska programska koda Spora

Vir: https://blog.emsisoft.com/en/25772/from-darknet-
with-love-meet-spora-ransomware/
https://www.bleepingcomputer.com/news/security/fake
-chrome-font-pack-update-alerts-infecting-visitors-with-
spora-ransomware/

https://www.virustotal.com/en/file/d5a1
c143b07475b367d2e12ff72fe5a3ec59c42
fa11ae2d3eb2d4e76442e60b3/analysis/

https://www.virustotal.com/en/file/6f37
83450eff42e1fbe917e72d20983b414993
899ba153a06770619a6f4f75da/analysis/

Vir: https://blog-en.webroot.com/wp-
content/uploads/2017/10/24072703/Top-10-Nastiest-Ransomware-
Infographic_sm-01.jpg

https://blog.emsisoft.com/en/25772/from-darknet-with-love-meet-spora-ransomware/
https://www.bleepingcomputer.com/news/security/fake-chrome-font-pack-update-alerts-infecting-visitors-with-spora-ransomware/
https://www.virustotal.com/en/file/d5a1c143b07475b367d2e12ff72fe5a3ec59c42fa11ae2d3eb2d4e76442e60b3/analysis/
https://www.virustotal.com/en/file/6f3783450eff42e1fbe917e72d20983b414993899ba153a06770619a6f4f75da/analysis/
https://blog-en.webroot.com/wp-content/uploads/2017/10/24072703/Top-10-Nastiest-Ransomware-Infographic_sm-01.jpg
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Upravjanje z ranljivostmi (VM)

Vulnerability 
Management: 
Koliko je še 
neodkritih ranljivosti 
in so prisotne na 
sistemih danes?

Vir: https://meltdownattack.com/

https://meltdownattack.com/
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Rešitev za odpravljanje ranljivosti (VM)

Rešitev (virtualni strežnik) na daljavo po omrežju varnostno 
pregleda omrežne naprave, razne sisteme, strežnike, delovne 
postaje, tiskalnike, telefone … VSE KAR IMA DEFINIRAN IP.
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Vulnerability Management (VM) – poročilo (1)

Priporočljivo je, da v omrežju nimamo varnostnih ranljivosti 
resnosti 4 in 5.
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Vulnerability Management (VM) – poročilo (2)
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Vulnerability Management (VM) – poročilo (3)

CVE = Common Vulnerabilities and Exposures
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Rešitev za odkrivanje ranljivosti spletnih aplikacij (WAS)
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Web Application Security (WAS) – poročilo
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Zaključek

Vir: https://docs.microsoft.com/en-us/azure/application-
gateway/waf-overview

• Druga orodja:
- Rešitev za varnostno kopiranje podatkov
- Sistem za shranjevanje dnevnikov dostopa do os. podatkov

• Načrti:
- Varnostno kopiranje delovnih postaj (v izvedbi)
- Nadgradnja sistema 

za shranjevanje
dnevnikov dostopa v
napredni SIEM 
(Security information 
and event management)

- Izobraževanje
- „Vidljivost“ omrežja
- WAF (Web Application 

Firewall)
Hvala za pozornost!

https://docs.microsoft.com/en-us/azure/application-gateway/waf-overview

